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ABSTRACT
In connection with the classification of different Internet of things (IoT) assets,
techniques are presented herein that enhance the classification process through a hybrid
approach which utilizes both active monitoring techniques (where different packets are
sent to a target and the response from same is compared with a database) and passive
monitoring techniques (where a sniffing tool is used to non-intrusively identify a unique
signature of a device). Aspects of the presented techniques employ active monitoring
during a preliminary stage (to create an initial fingerprint of the network) and later employ
passive monitoring (for gathering and calculating observed fingerprints).

Such an

approach yields an improved classification of IoT assets so that the proper segmentation of
a network may be realized and even enhanced for anomaly-based intrusion detection.
Additionally, the presented techniques are also less power-intensive, which is particularly
important in an IoT environment.
DETAILED DESCRIPTION
One of the methods that is commonly used to classify different Internet of things
(IoT) assets is active monitoring, where different packets are sent to a target and the
response from same is compared with a database. An example of such a method is the
Nmap ("Network Mapper") utility. Another of the methods, which is non-intrusive, is
passive monitoring, where a sniffing tool is used to identify a unique signature of a device.
Examples of such a method are Wireshark, NetworkMiner, and p0f.
Techniques are presented herein that support a hybrid approach which utilizes both
active and passive monitoring techniques to enhance the classification process. Aspects of
the presented techniques employ active monitoring during a preliminary stage (to create an
initial fingerprint of the network) and later employ passive monitoring (for gathering and
calculating observed fingerprints). Such an approach yields an improved classification of
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IoT assets so that the proper segmentation of a network may be realized and even enhanced
for anomaly-based intrusion detection. Additionally, the presented techniques are also less
power-intensive, which is particularly important in an IoT environment
IoT behavioral monitoring and traffic characterization have been used with varying
levels of success for device classification and anomaly detection. Aspects of the techniques
presented herein enhance such a detection capability by incorporating a physical fingerprint
of each device that may be sent at varying intervals as part of a payload. Monitoring
management software may initialize the fingerprint for a network, or a subset of it, using
active monitoring and then employ a passive monitoring technique to validate the observed
fingerprint at any point in time. If a new IoT device is introduced into a network it will be
easily detected, and the fingerprint of the device may be collected and then added to an
existing database. Using well-established passive identifying techniques such as varying
response times, diurnal patterns, etc. devices may be classified or tagged.

Such a

classification identifier (ID) may also be embedded into the fingerprint database for each
device, which may then be used in support of the easy management of different categories
of IoT devices rather than individual devices.
Figure 1, below, depicts elements of an exemplary arrangement according to
aspects of the techniques presented herein and reflective of the above discussion.

Figure 1: Exemplary IoT Arrangement
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The techniques presented herein encompass two main stages – onboarding and
monitoring – which will be described in the narrative that follows.
During an onboarding stage, when a new IoT device is introduced into a network
the central management software may employ active fingerprint techniques to obtain a
unique ID from the device to identify and classify it. Such an ID may be a vendor
identification from the organizationally unique identifier (OUI) prefix of a media access
control (MAC) address, or the hostname field of a Dynamic Host Configuration Protocol
(DHCP) negotiation or other well-established traffic pattern, or just a proper response
containing an ID value from a smart IoT device. When a dumb IoT device is connected,
classification may be accomplished using well-established techniques such as the random
forest classification algorithm. In brief, aspects of the techniques presented herein leverage
existing means to classify a device using either physical properties or network
characteristics. Such an approach may require some input from monitoring stage data and
the same may be appropriately flagged. After a device is fingerprinted, the device ID along
with a classification ID may be stored in a central management software imprint database
in the form of a Rivest–Shamir–Adleman (RSA) signature to, among other things, aid in
validating the fingerprint at a later stage. Depending upon the number of IoT devices, such
an imprint signature may be stored individually or as a collective classification (as in the
case of generic IoT devices).
The onboarding process that was described above comprises a number of steps.
First, an ID query may be issued to an IoT device after which listening may take place for
a response to the query. Second, if the response does not contain a unique ID, or if a
negative acknowledgment (NAK) is received, then the device may be marked for
classification during monitoring.
Third, a signature may be created from the device ID along with the classification
ID, forming an imprint fingerprint. That is:
Imprint

Fingerprint

(RSA

Signature)

=

RSA

Private

Key

(Device

ID

+

Classification ID)
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Fourth, the signature may be validated (through the use of a public key) by any
third-party software at any point in time. Additionally, such a signature is also useful in
the monitoring stage (which will be described next).
During a monitoring stage, passive fingerprint techniques are employed. Aspects
of the techniques presented herein presume that smart IoT devices will send their
fingerprint in regular intervals. If an IoT device is not capable of such a configuration,
then the presented techniques may employ behavioral monitoring and traffic
characterization to identify a device. Such monitoring will be passive (through, for
example, the analysis of IoT traffic) resulting in less power being consumed by an IoT
device. After a device ID is established, an observed fingerprint may be calculated by
creating a signature by employing the same categorization rules (for either an individual or
a collective fingerprint) that were described above in connection with the onboarding stage.
That is:
Observed Fingerprint (RSA Signature) = RSA Private key (Observed ID +
Established Classification ID)

According to aspects of the techniques presented herein, an observed fingerprint
may be matched with an imprint signature to periodically check for any anomalies, such as
the malfunction of an IoT device or the presence of a malicious IoT device. The period of
such checking may be determined by the traffic characteristics of the least chatty device.
For example, in a system if there is one IoT device that is uploading measured data only
twice a day, in contrast to some other IoT sensor that is providing data every hour, the
overall fingerprint validation may take place only twice a day.
Under aspects of the techniques presented herein a monitoring facility may be also
configured to validate a fingerprint across a specific classification so as to improve
granularity. Additionally, a machine learning module may also be incorporated to adjust
the specific network requirements within a set of rules.
By effectively using both active fingerprinting during an onboarding stage and
passive fingerprinting during a monitoring stage, the hybrid approach according to aspects
of the techniques presented herein achieves the best of both worlds.
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In summary, techniques have been presented herein that enhance the IoT asset
classification process through a hybrid approach which utilizes both active monitoring
techniques (where different packets are sent to a target and the response from same is
compared with a database) and passive monitoring techniques (where a sniffing tool is used
to non-intrusively identify a unique signature of a device). Aspects of the presented
techniques employ active monitoring during a preliminary stage (to create an initial
fingerprint of the network) and later employ passive monitoring (for gathering and
calculating observed fingerprints). Such an approach yields an improved classification of
IoT assets so that the proper segmentation of a network may be realized and even enhanced
for anomaly-based intrusion detection. Additionally, the presented techniques are also less
power-intensive, which is particularly important in an IoT environment.
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